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Mechanisms to reduce cyber threats and risks

Dr.Saad mefleh humoud alsuwaileh
Saad Al-Abdullah Academy for Security Sciences (State of Kuwait)

Abstract :

Addressing the mechanisms of reducing cyber threats and risks
Research Because cyberspace is an important arena for various
international interactions, especially in recent times in light of the
increase in cyber-attacks between some countries, which affects their
national security. In this context, many countries are trying to make an
effort to develop their capabilities to be used in any cyber-attack, or to
take adequate preventive measures to protect them from any possible
cyberattacks, especially in light of the impact of these attacks on vital
places and institutions such as banks and ministries or on important
facilities such as water and electricity utilities and other various services
that negatively and directly affect citizens ... International cooperation
with law enforcement authorities, and that each State Party should take
measures by exchanging and providing useful information to the
competent authorities for the purposes of investigation and criminal
evidence in cyber cases, and in light of the continuous development of the
phenomenon of cybercrime, international police agencies should
exchange information and knowledge in order to take real-time,
information-based action on the collection of digital forensics and the
security and protection of the infrastructure. Critical electronic
infrastructure from electronic penetration and protection from cyber-
attacks for important and vital facilities, especially denial of service
(DoS) attacks, which is one of the most important recommendations
drawn from the study.
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